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Help and Technical Support
· Technical Support
· Program Website/General Information

General Mobile Health Provider Program Questions
· What is the VA Mobile Health Provider Program?
· How does the VA Mobile Health Provider Program enable health care teams to improve patient care?
· Who is leading the VA Mobile Health Provider Program?
· What sites have been chosen to participate in the VA Mobile Health Provider Program?
· What were the selection criteria for these locations?
· Will more sites be added in the future?
· Will individuals be able to purchase or bring their own device (BYOD) to participate in the program?
· Where can I learn more about the progress of the VA Mobile Health Provider Program?

Roles and Responsibilities Questions
· I am a clinician at a participating site, and I received or will be receiving a mobile device. What is my role in the VA Mobile Health Provider Program?
· I am an Information Security Officer (ISO) at a participating site. What is my role in the VA Mobile Health Provider Program?
· I am a Public Affairs Officer at a participating site. What is my role in the VA Mobile Health Provider Program?
· I am part of the Informatics Staff at a participating site. What is my role in the VA Mobile Health Provider Program?
· I am part of Information Resource Management (IRM) at a participating site. What is my role in the VA Mobile Health Provider Program?
· Who is responsible for the Help Desk? 

Training Questions
· Where can I find training on using my new mobile device and applications?
Mobile Device Questions 
· What types of mobile devices are being provided?
· What software and apps will be available on my mobile device?
· Why don’t I have access to the Apple App Store and commercial apps on my mobile device?
· I have a question about the mobile applications that is not addressed in these FAQs. Before I call the Help Desk, is there another resource I can start with?

VA Apps
· When can I expect the VA-developed Apps to become available? 
· What is the value of using the VA-developed Apps and mobile devices?
· Will the VA-developed Apps be available for download on my own non-VA mobile device?
· What is AirWatch and why do I have it on my device?
· What is Cisco AnyConnect and why do I have it on my device?
Commercial Apps
· When will the commercial apps be available for download?
· How were these commercial apps chosen for inclusion in the VA App Catalog?
· Can I recommend other commercial apps to include in the VA App Catalog? How do I request that another commercial app be available in the future? 
· In my VA App Catalog, there is an approved commercial app that has several options for upgraded additions and features, how do I request an upgraded version of the app?
[bookmark: _Help_and_Technical]Help and Technical Support 
· [bookmark: Help_and_Technical_Support]For technical support for your VA furnished mobile device and/or mobile applications:
· Website: http://help.VAMobile.us/
· Help Desk Toll-Free Line: 855-500-2025 (8 a.m. to 8 p.m. ET)
· [bookmark: Help_2_Program]For general information about the VA Mobile Health Provider Program: 
· Website: http://mobilehealth.va.gov/providers
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· [bookmark: What_is]What is the VA Mobile Health Provider Program?
· In March 2014, the Mobile Health Provider Program began equipping providers at targeted VA health care facilities with mobile devices (i.e., tablets). The goal of the program is to provide up to 10,000 devices at up to 19 facilities by September 2014. The program is a collaborative effort between the VA Office of Information and Technology (OI&T) and the Connected Health Office, under the Veterans Health Administration’s Office of Informatics and Analytics. 

In the program’s first phase, the mobile devices will have unlimited cellular 4 LTE network access as well as access to VA remote systems, VA Wi-Fi and VA email. Additionally, the devices will have access to commercially available mobile health (mHealth) apps that have passed VA security reviews, and other software capabilities to assist providers with accessing information in the medical center as well as off-site. 

During the second phase of the program, the mobile devices will be loaded with VA-developed apps that will allow for quick access to real-time information to inform clinical decisions; assist Veterans and Caregivers with self-management; and eventually allow providers to write progress notes, enter a subset of orders, and complete other clinical tasks.
· [bookmark: How_Does]How does the VA Mobile Health Provider Program enable health care teams to improve patient care?
· The VA Mobile Health Provider program allows for:
· Convenient access to real-time clinical information 
· Mobility of patient information throughout the medical center  
· Easy access to medical tools at work, home and on-the-go 
· Secure communication  between patients and providers  
· Improved access to patient generated data

· [bookmark: Who_is_leading]Who is leading the VA Mobile Health Provider Program?
· The program is a collaborative effort between the VA Office of Information and Technology (OI&T) and the Connected Health Office, under the Veterans Health Administration’s Office of Informatics and Analytics.

· [bookmark: What_sites]What sites have been chosen to participate in the VA Mobile Health Provider Program?
·  Although some sites are still subject to change, mobile devices will be distributed to the following sites in Fiscal Year 2014: 
· Tennessee Valley
· Orlando
· Washington, DC
· Pittsburgh
· Denver
· Puget Sound
· St. Cloud
· Las Vegas
· Miami
· Martinsburg
· White River Junction
· Columbus, Ohio
· Palo Alto
· Albuquerque
· Durham
· Tomah
· Cheyenne
·  Bronx
· [bookmark: Selection_criteria]What were the selection criteria for these locations?
· The 19 VAMCs were chosen primarily based on their Wi-Fi capability and geographical diversity. 
· [bookmark: Future_sites]Will more sites be added in the future?
· Lessons learned and best practices will be collected from the first 19 sites receiving mobile devices. Ultimately, the intention is to expand the effort to other VA sites over the next 18 to 24 months based on available funding and approval by VHA’s Office for Health for Operations and Management (10N).
· [bookmark: BYOD]Will individuals be able to purchase or bring their own device (BYOD) to participate in the program?
· At this time, the program only supports mobile devices distributed through the program. Individuals cannot purchase or bring their own device to participate in the program. 
· [bookmark: Program_Progess]Where can I learn more about the progress of the VA Mobile Health Provider Program?
· To learn more about the program and track the program’s progress, please visit http://mobilehealth.va.gov/providers.
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· [bookmark: Clinician_role]I am a clinician at a participating site, and I received or will be receiving a mobile device. What is my role in the VA Mobile Health Provider Program?
· Providers will be encouraged to use these tools in their daily interactions as much as possible—whether at work, at home or on-the-go. After the deployment of the devices and apps, participants will be requested to evaluate their overall experiences, satisfaction with the apps, and preferences regarding device form factor and size. This feedback will be critical to the success of the program, and will help determine next steps.
· [bookmark: ISO_role]I am an Information Security Officer (ISO) at a participating site. What is my role in the VA Mobile Health Provider Program?
· Granting VPN access
· Validating current VA 10176 training
· Signing property passes for the mobile device
· Signing additional documents the Project Team or Information Resources Management (IRM) may require
· Providing tip sheet/checklist of do’s and don’ts
· Approving for the removal of sensitive information from the facility (normally accompanies the VPN request)
· [bookmark: PAO_role]I am a Public Affairs Officer at a participating site. What is my role in the VA Mobile Health Provider Program?
· The role of the Public Affairs staff is to assist with raising awareness about the benefits of the program to key stakeholders, such as leaders, clinicians, and administrative staff, as well as to Veterans and Caregivers. Connected Health will provide Public Affairs staff with key messages, FAQs, fact sheets, and other promotional materials to help with outreach campaigns.
· I am part of the Informatics Staff at a participating site. What is my role in the VA Mobile Health Provider Program?
· The role of the Informatics staff is to support the Chief Health Information Officer in the management and ambassadorship of the program. The Chief Health Information Officer or designee is likely to be the lead POC for the facility and will assemble the deployment team, coordinate the program, and identify the members of staff who will participate in the program. The Informatics staff will also help communicate the benefits of using the mobile devices and mobile health applications. Connected Health will provide Informatics staff with key messages, FAQs, fact sheets, and other promotional materials to help with outreach campaigns.
· [bookmark: Informatics_role][bookmark: IRM_role]I am part of Information Resource Management (IRM) at a participating site. What is my role in the VA Mobile Health Provider Program?
· The role of the IRM staff is to provide assistance to program participants by identifying the program staff responsible for answering user questions. The IRM staff is not responsible for providing technical support for the mobile devices, and instead is only asked to help the user identify the program’s technical support staff. IRM staff may need to potentially engage with the program support staff should problems with local IRM managed resources occur. The IRM staff will be provided with training materials to assist with program rollout.
· [bookmark: Help_desk_role]Who is responsible for the Help Desk? 
· Connected Health has a support contract with Booz Allen Hamilton that will provide a range of IT services for the mobile devices, including help desk support as well as device provisioning, repair, and training to each of the selected sites to minimize staff impact. Local IRM staff will need to receive, inventory, and distribute the devices, as well as establish the connection to the Wi-Fi network. 
· Website: http://help.vamobile.us/
· Help Desk Toll-Free Line: 855-500-2025 (8 a.m. to 8 p.m. ET)
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· [bookmark: Clinician_training]Where can I find training on using my new mobile device and applications?
· Training is available for clinicians and staff here (best viewed on iPad): http://vacloud.us/groups/9001/blog/. 
· Training is available for OI&T staff through VA Learning University on the Talent Management System (TMS). The title of the course is “VA Mobile Health Provider Program Training for OI&T Staff.” The Course Number is:  VA 3877185. 
[bookmark: _Mobile_Application_Questions]Mobile Device Questions
· [bookmark: tablets][bookmark: what_software]What types of mobile devices are being provided?
· The mobile devices being distributed are various sized tablets, as opposed to cell phones.
· What software and apps will be available on my mobile device?
· Email & Remote Access: The mobile devices will be configured with an OI&T engineered email solution and other software that will allow staff to use the mobile devices on the VA network remotely. 
· VA App Catalog: The VA App Catalog will contain commercially available whitelisted mobile health apps that have passed VA security reviews. Additional information about the commercial apps will be detailed in future bulletins. Note: The safety of Veteran information is always a priority; due to security constraints the Apple iTunes App Store will be blocked from use. Unapproved commercial apps will not be available for download at this time. As VA produced apps become available, these apps will also appear within the VA App Catalog.
· [bookmark: Apple_App_Store_access]Why don’t I have access to the Apple App Store and commercial apps on my mobile device?
· The safety of Veteran information is always a priority. Due to security constraints, unapproved commercial apps will not be available for download in the program.
· [bookmark: Question_FAQs_not_addressed]I have a question about the mobile applications that is not addressed in these FAQs. Before I call the Help Desk, is there another resource I can start with?
· For troubleshooting any other issues you have, please visit https://help.VAMobile.us/
· Or contact the Help Desk at:
· Help Desk Toll-Free Line: 855-500-2025 (8 a.m. to 8 p.m.)
· [bookmark: airwatch]What is AirWatch and why do I have it on my device?
· AirWatch® Mobile Device Management enables businesses to address challenges associated with mobility by providing a simplified, efficient way to view and manage all devices from the central admin console. AirWatch is installed on your device to help VA enroll devices quickly, configure and update device settings over-the-air, and secure mobile devices.
· [bookmark: cisco_anyconnect]What is Cisco AnyConnect and why do I have it on my device?
· Cisco AnyConnect is a secure mobility solution which provides security to the mobile devices. It combines Cisco web security with remote access technology to help organizations easily manage the security risks of borderless networks.
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· [bookmark: VA_apps_available]When can I expect the VA-developed Apps to become available? 
· The first versions of VA-developed Apps will be made available on your mobile device in Q3 FY14. The initial versions of the apps will provide read-only access to patient data in VistA and the ability to write progress notes. 
· Updated versions of the VA-developed Apps, scheduled to be completed by the end of FY14, will allow clinicians to enter a subset of orders, and complete other clinical tasks. 
· These apps will be installed by the mobile device management (MDM) directly to the device once they are available, updates will also be installed through MDM, thus requiring no provider action.
· [bookmark: Value_VA_apps]What is the value of using the VA-developed Apps and mobile devices?
· Real Time Data: The VA mobile devices and apps will have access to real-time information that will help inform clinical decisions, with information pulled directly from the Veterans Health Information Systems and Technology Architecture (VistA).
· Patient Generated Data: A series of health inventory apps for patients will be released to assist with self-management. Providers will then be able to view any patient-entered information and use this at the point of care.  
· CPRS-like Activities: The VA-developed Apps will eventually provide clinicians with the ability to perform CPRS-like activities on the mobile devices. 
· Clinical Guidelines: Rather than books or pocket cards, providers will have more convenient access to some clinical guidelines to help with diagnosis and treatment. 
· [bookmark: VA_apps_download]Will the VA-developed Apps be available for download on my own non-VA mobile device?
· At the current time, the program can only support mobile devices purchased through the program. Individuals cannot purchase or bring their own device to participate in the program. However, lessons learned and best practices will be collected from the first 19 sites receiving mobile devices. If the program proves to be successful, the intention is to expand the effort to other VA sites over the next 18 to 24 months based on available funding and approval by VHA’s Office for Health for Operations and Management (10N).
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· [bookmark: Commercial_apps_download]When will the commercial apps be available for download?
· Commercially available whitelisted mobile health apps that have passed VA security reviews are currently available for download from the VA App Catalog. The number of apps available will continue to increase as more apps pass the review process.
· [bookmark: Why_were_these_commercial]How were these commercial apps chosen for inclusion in the VA App Catalog?
· The initial list of apps was created by polling VHA employees on the most useful apps in a clinical setting. Requested apps that support the VA’s core healthcare mission were given priority over non healthcare apps.
· [bookmark: Can_I_recommend][bookmark: How_do_I_request_commercial]Can I recommend other commercial apps to include in the VA App Catalog? How do I request that another commercial app be available in the future? 
· The VA Library has a list of mobile apps that are currently accessible to all VHA employees. To suggest an app for inclusion in the VA App Catalog, visit: http://internal.vacloud.us/wiki/pages/Q49821/Mobile_Apps_Request_List.html
OR
· Open up a ticket with the mobile help desk: 855-500-2025 (8 a.m. to 8 p.m. ET)
· [bookmark: Request_app_upgrade]In my VA App Catalog, there is an approved commercial app that has several options for upgraded additions and features.  How do I request an upgraded version of the app?
· Providers are able  to request additional apps and upgraded versions of approved apps by visiting: http://internal.vacloud.us/wiki/pages/Q49821/Mobile_Apps_Request_List.html
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