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[bookmark: _Toc321474834][bookmark: _Toc324762315]About this Report
This material contained in this report is part of the User Experience Design Reference Repository, a body of knowledge being developed by VHA Human Factors to facilitate the adoption of user-centered design and usability engineering within the VHA. The purpose of the repository is to gather, maintain, and disseminate VHA’s institutional knowledge of User Experience (UX) design practices. In particular, the repository will:
· Generate awareness of the central principles of experience design
· Aggregate industry best practices for implementing experience design
· Make available experience design methods and tools
· Allow UX practitioners to share information across the organization
Content and tools for the User Experience Design Reference Repository are being created now; the repository is scheduled to come online in October 2012. If you would like to know more about the repository or would like to become involved in helping to create and maintain this body of institutional knowledge, please contact Ross Speir at ross.speir2@va.gov. 


[bookmark: _Toc324762316]Executive Summary

The Human Factors Office is responsible for insuring consistency across VHA mobile applications. To support that effort, this document includes:
· CRITERIA: A usability certification checklist with 33 criteria organized categorically
· REFERENCE: Sources referenced in the checklist
· ROLLOUT: A recommendation for implementing criteria if a staggered approach is called for
· DESIGN: Wireframes for key elements mentioned in the checklist
· PROCESS: A potential VHA-wide process for certifying mobile applications
Mobile App Usability Certification 
· COMPARISON: A brief investigation of other organizations’ certification efforts
February 19, 2013 | Page 2 of 6
[bookmark: _Toc324762317]Usability Certification Checklist
	Criteria
	Category
	Source
	Response

	
	
	
	YES
	
	NO

	1. 
	Are all accessibility features native to the platform available to the user (Apple’s screen access technology, VoiceOver, for example)?
	Access
	n/a
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	2. 
	Does the application use standard VHA, platform-specific icons?
	Controls
	G
	

	
	



	Control
	Android
	iOS

	Back
	[image: ]
	[image: ]

	Compose
	n/a
	[image: ]

	Home
	[image: ]
	[Physical button]

	Recent
	[image: ]
	n/a

	Refresh
	[image: ]
	[image: ]

	Reply
	[image: ]
	[image: ]

	Search
	[image: ]
	[image: ]

	Trash
	[image: ]
	[image: ]



	3. 
	Does the application adjust to any changes in device orientation while also providing a consistent experience?
	Device orientation
	n/a
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	
	4. 
	Is the wording of each error message plain and precise?
	Errors
	A
	

	
	



	5. 
	Are all frequently used items in clear view and located at the top of lists rather than at the bottom?
	Frequent interactions
	I
	

	
	



	6. 
	Does the application include a VHA navigation bar on every screen?
	Functional consistency
	B
	
	
	

	Criteria
	Category
	Source
	Response

	
	
	
	YES
	
	NO

	7. 
	Does the application use a VHA progress bar for display during the execution of relatively lengthy system tasks (saving, for example)?
	Functional consistency
	n/a
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	8. 
	Do all screen movements and scrolling methods work and look the same across the application?
	Functional consistency
	C
	
	
	



	9. 
	Do all core gestures provide VHA's standardized functionality?
	Gestures
	D
	
	
	

	
	
	
	
	
	
	



	[image: ]
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	[image: ]

	Tap (press, lift)
Triggers default functionality for the thing that is tapped
	Double tap (Two touches in quick succession)
Zooms into content or is used in text selection
	Long press (press, wait, lift)
Enters data selection mode or allows you to select one or more items in a view


	[image: ]
	[image: ]
	[image: ]

	Swipe (press, move, lift)
Moves content or changes area viewed
	Drag (Long press, move, lift)
Rearranges data within a view
	Spread (2-finger press, move outwards, lift)
Zooms into content

	[image: ]
	
	

	Pinch (2-finger press, move inwards, lift)
Zooms out of content
	
	




	Criteria
	Category
	Source
	Response

	
	
	
	YES
	
	NO

	10. 
	When a user task requires a modal (a screen that interrupts an application’s normal flow and requires user interaction to return), can all aspects of the task be completed (or explicitly abandoned) within the modal view?

	Modal tasks
	G
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	11. 
	When a modal screen is absolutely necessary, does the user have an obvious and safe way to exit?
	Modal tasks
	E
	
	
	

	
	
	
	
	
	
	

	[image: ]

	12. 
	Can all buttons of all action sheets (a set of options presented to the user) be displayed without requiring the user to scroll?
	Modal tasks
	E
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	[image: ]
	[image: ]

	An action sheet on an iPad
	An action sheet on an iPhone4



	Criteria
	Category
	Source
	Response

	
	
	
	YES
	
	NO

	13.
	Does each title of each modal screen identify the task that required the screen to exist?
	Modal tasks
	G
	
	
	

	
	
	
	
	
	
	



	14. 
	Does every screen have a clear path to the next step in the activity or, when appropriate, access to other relevant activities?
	Frequent interactions
	I
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	15. 
	Are all icons appropriate to the platform where they appear? (Example: iOS' right-pointing carets would be inappropriate in an Android app)
	Platform consistency
	F
	
	
	

	
	
	
	
	
	
	



	16. 
	Are all menu items short enough to avoid truncation when displayed on the application’s target device?
	Readability
	n/a
	
	
	



	17. 
	Is the application’s screen display name 11 characters or less?
	Readability
	n/a
	
	
	



	
[image: ]
	
[image: ]

	Application screens have limited space for the names that appear under icons.




	
Criteria
	Category
	Source
	Response

	
	
	
	YES
	
	NO

	18.
	Is all text large enough to be easily read?
	Readability
	n/a
	
	
	



	19. 
	Is each menu screen title clearly separated from its list items?
	Readability
	C
	
	
	



	20. 
	Is each scroll bar clearly separated from its background image?
	Readability
	C
	
	
	



	21. 
	Is there high contrast between the color of all text and the color of the background behind it?
	Readability
	n/a
	
	
	



	22. 
	When a user stops the application (by pressing the device’s physical “home” button, opening a different application, or using device features like the phone), is the current location saved (the current scroll position, for example)?
	Saving data
	G
	
	
	

	
	
	
	
	
	
	



	23. 
	When sound is called for, can the user control volume levels based on their preferences?
	Sound
	C
	
	
	



	24. 
	Are “about” screens and splash screens avoided at application launch?
	Startup experience
	G
	
	
	



	25. 
	Does the application appropriately use activity indicators and progress views (an activity indicator when it’s essential to reassure the user that a process has not stalled; a progress view when it’s essential to set the user’s expectations for process completion)?
	System response
	C
	
	
	

	
	
	
	
	
	
	



	26. 
	Does the application respond immediately when the user activates any navigational device?
	System response
	C
	
	
	



	27. 
	Is it obvious that each selected item has been selected?
	System response
	C
	
	
	



	28. 
	Are all tappable areas 44 x 44 points or larger?
	User input
	H
	
	
	



	29. 
	Is the current input location displayed everywhere a user enters text?
	User input
	C
	
	
	



	30. 
	Is it possible for the user to enter all data with one hand?
	User input
	C
	
	
	



	31. 
	Are all options visible for each required task?
	User tasks
	I
	
	
	




	Criteria
	Category
	Source
	Response

	
	
	
	YES
	
	NO

	32.
	Is all terminology used consistently, including online and offline documentation and help instructions?
	Consistency
	K
	
	
	



	33. 
	Has the application undergone the appropriate level of usability testing?
	Usability testing
	n/a
	
	
	




Sources
	A
	Enrico Bertini, et al., Appropriating and Assessing Heuristics for Mobile Computing, 2006.
http://lib.zstu.edu.cn/res_base/lib_com_www/upload/article/file/2010_3/7_13/o93ggbjivgvd.pdf

	B
	Jakob Nielsen, Ten Usability Heuristics, 1994.
http://www.useit.com/papers/heuristic/heuristic_list.html

	C
	Yong Gu Ji, et al., A Usability Checklist for the Usability Evaluation of Mobile Phone User Interface, 2006.
http://www.tandfonline.com/doi/abs/10.1207/s15327590ijhc2003_3#preview

	D
	Android Design - Gestures, retrieved April 2012.
http://developer.android.com/design/patterns/gestures.html

	E
	iOS UI Element Usage Guidelines, iOS Human Interface Guidelines, retrieved April 2012.
http://developer.apple.com/library/ios/#documentation/UserExperience/Conceptual/MobileHIG/UIElementGuidelines/
UIElementGuidelines.html#//apple_ref/doc/uid/TP40006556-CH13-SW1

	F
	Android Design - Pure Android, retrieved April 2012.
http://developer.android.com/design/patterns/pure-android.html

	G
	iOS Developer Library User Experience Guidelines, retrieved April 2012.
http://developer.apple.com/library/ios/#documentation/UserExperience/Conceptual/MobileHIG/UEBestPractices/
UEBestPractices.html#//apple_ref/doc/uid/TP40006556-CH20-SW1
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http://developer.apple.com/library/ios/#documentation/UserExperience/Conceptual/MobileHIG/Characteristics/
Characteristics.html#//apple_ref/doc/uid/TP40006556-CH7-SW1

	I
	Blackberry Help Center, Three Key Principles of BlackBerry Application Design, retrieved April 2012.
http://docs.blackberry.com/en/developers/deliverables/17965/
Three_key_principles_of_BB_application_design_1211051_11.jsp

	J
	Blackberry Help Center, Best Practice: Implementing Sound, retrieved April 2012.
http://docs.blackberry.com/en/developers/deliverables/17965/Sound_2_0_514464_11.jsp

	K
	Department of Defense Design Criteria Standard, August 1999.
http://assistdocs.com/search/document_details.cfm?ident_number=36903&StartRow=1&PaginatorPageNumber=1&doc%5Fid=MIL%2DSTD%2D1472G&status%5Fall=ON&search%5Fmethod=BASIC
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First phase: Criteria that create a foundation for usability
· U1: Access – native accessibility features
· U4: Errors – plain language
· U8: Functional consistency – screen movements and scrolling
· U9: Gestures – consistent functionality
· U11: Modal tasks – safe exit
· U12: Modal tasks – action sheets
· U14: Frequent interactions – dead ends
· U16: Readability – truncated menu items
· U17: Readability – screen display length
· U18: Readability – text size
· U21: Readability – text contrast
· U22: Saving data – location captured
· U24: Startup experience – splash screens
· U26: System response – immediate response
· U27: System response – obvious selection
· U28: User input – tappable areas
· U29: User input – cursor
· U32: Consistency – terminology
Second phase: Criteria that build on the foundation of usability introduced in the first phase
· U3: Device orientation
· U5: Frequent interactions – clearly displayed
· U10: Modal tasks – staying within modal
· U13: Modal tasks – informative titles
· U19: Readability – titles clearly separated
· U20: Readability – scroll bars
· U23: Sound – volume control
· U25: System response – indicators
· U30: User input – one-handed entry
· U31: User tasks – obvious options
Third phase: Criteria that ensure consistency across VHA applications
· U2: Controls – standards
· U6: Functional consistency – navigation bar
· U7: Functional consistency – progress bar
· U33: Usability testing
[bookmark: _Toc324762319]Wireframes
VHA navigation bar - iOS
The navbar provides consistency within and between VHA applications. From a functional perspective, many apps require some navigation deeper into child views and then back out to the parent view. That navigational backtracking is typically done with a “Back” button, positioned in the top-left corner, and denoted by a pointed left side.
[image: ]

VHA navigation bar - Droid
Requirements for the Android platform differ from those for iOS for two reasons. First, the standard virtual buttons on a Droid screen (back, home and recent) provide standardized functionality. Second, the Droid “Action bar” has been particularly well-defined for the platform.

[image: ]
Progress bar
This visual confirmation of system processing sets the user’s expectations for completion. Unlike the navigation bar, requirements across platforms are consistent.

[image: ]
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A developer should consider many user-related factors before they start creating an application including readability, sound, the startup experience, saving data, etc. While certification occurs towards the end of the software lifecycle, the criteria used for certification should be referenced throughout development.
Certification requires 100% compliance in most cases (although a waiver may be considered in special situations.) If the application fails certification, development teams can consider revising their work and resubmitting.
[bookmark: _Toc324762321]Other Organizations’ Certification Processes
Generally, the certification processes of commercial operations are private (and many, we believe, are proprietary.) The evolving nature of mobile app development has created a niche certification market for firms like Infostretch (http://www.infostretch.com/Mobile/mobile-appstore-certification.php).
In the government sector, both the Food and Drug Administration (FDA) and the Department of Defense have published information about their own certification efforts, most with a broader scope than mobile app design:
FDA mobile medical app guidance
The FDA has published draft guidance for applications that meet their definition of a device and either are used as an accessory to a regulated medical device or transform a mobile platform into a regulated medical device. 
See http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/
GuidanceDocuments/ucm263280.htm for more information.

FDA device regulation
FDA's Center for Devices and Radiological Health (CDRH) is responsible for regulating firms who manufacture, repackage, relabel, and/or import medical devices sold in the United States. In addition, CDRH regulates radiation-emitting electronic products (medical and non-medical) such as lasers, x-ray systems, ultrasound equipment, microwave ovens and color televisions.
See http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Overview/default.htm for more information.

Department of Defense human engineering design criteria
The agency has established general human engineering criteria for the design and development of military systems, equipment, and facilities. The purpose of the standard is to present human engineering design criteria, principles, and practices to be applied in the design of systems, equipment, and facilities so as to: 
· Achieve required performance by operator, control, and maintenance personnel
· Achieve required manpower readiness for system performance 
· Achieve required reliability of personnel-equipment combinations
· Foster design standardization within and among systems
See http://assistdocs.com/search/document_details.cfm?ident_number=36903&StartRow=1&
PaginatorPageNumber=1&doc%5Fid=MIL%2DSTD%2D1472G&status%5Fall=ON&
search%5Fmethod=BASIC for more information.
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Most cited heuristics
Original source: Enrico Bertini, et al., Appropriating and Assessing Heuristics for Mobile Computing, 2006)
· Heuristic 1: Keep users informed
Through the mobile device, the system should always keep users informed about what is going on. Moreover, the system should prioritize messages regarding critical and contextual information such as battery status, network status, environmental conditions, etc. 
· Heuristic 2: Match system to the real world
Enable the mobile user to interpret correctly the information provided, by making it appear in a natural and logical order; whenever possible, the system should have the capability to sense its environment and adapt the presentation of information accordingly.
Heuristic 3: Provide consistency and support mapping
The user’s conceptual model of the possible function/interaction with the mobile device or system should be consistent with the context. It is especially crucial that there be a consistent mapping between user actions/interactions (on the device buttons and controls) and the corresponding real tasks (e.g. navigation in the real world).
Heuristic 4: Design minimally
Since screen real estate is a scarce resource, use it with parsimony. Dialogues should not contain information that is irrelevant or rarely needed.
Heuristic 5: Make it easy
Ease of input, screen readability and glance-ability is essential. Provide easy ways to input data, possibly reducing or avoiding the need for the user to use both hands. Screen content should be easy to read and navigate through notwithstanding different light conditions. Ideally, the mobile user should be able to quickly get the crucial information from the system by glancing at it.
Heuristic 6: Make it flexible
Allow users to tailor/personalize frequent actions, as well as to dynamically configure the system according to contextual needs. Whenever possible, the system should support and suggest system-based customization if such would be crucial or beneficial.
Heuristic 7: Consider emotional responses
Take aesthetic and emotional aspects of the mobile device and system use into account. Make sure that user’s data are kept private and safe. Interaction with the system should be comfortable and respectful of social conventions.
Heuristic 8: Shield users from errors
When an error occurs, help users to recognize, to diagnose, if possible to recover from the error. Error messages should be plain and precise. Constructively suggest a solution (which could also include hints, appropriate FAQs, etc.). If there is no solution to the error or if the error would have negligible effect, enable the user to gracefully cope with the error. 
image1.png




image2.png




image3.png
[




image4.png




image5.png




image6.png
0




image7.png




image8.png




image9.png




image10.png




image11.png




image12.png




image13.png




image14.emf

image15.emf

image16.emf

image17.emf

image18.emf

image19.emf

image20.emf

image21.jpeg
New Message

Cormee:

Subject

Sont rom my iPad





image22.png
B8 &~ O
P AN

Reply





image23.png
Save Image

Cancel




image24.png
= <.l B 9:40

Apps = Widgets ﬂ
e ————
Books Browser Calculator Calendar

O R
Camera Earth

C

Clock Downloads

Email Gallery Gmail Google+
"=
Maps Market Messaging
TA
Messenger Movie Studio Music Navigation
B “ ¢
News & We.. People Phone Places

L g i —




image25.png
MAXIS 7 17:49

Settings Contacts:  iBooks iLights
aese JayceDol com

% - IPod





image26.png
Screen title
Succinct and easily understood

<[Prev. Title]

[Screen Title]

Back button Action button
Ideal label: Full title of the previous Allows application-specific actions
screen

Acceptable label: Abbreviated title
left-facing arrow

or if only one action is relevant,
or replaced with button and descriptive
label




image27.png
Application title

] O
< [App Title] O
O
Android “up” caret Action buttons
Platform standard icon allows user to Allows flexible number of
navigate on level above in the application-specific actions

application’s hierarchical structure
Android action overflow
Provides access to relevant,

but less often used actions,
if any




image28.png
Modal window Explanation (optional)
Concise explanation
("Loading,” for example)

[One- or two-word label]

00%

Completion by percentage
Adjusts as bar progresses




image29.png
Application

Development
g
2]
% &0°
Q&
] &
= 5
Qs O'é 5 & > Develop
7. D o
///Q/ 2 QRQ’ ~<\(§)
U 5
N
—>
Developer Development Team

Mobile Usability and
Design Certification

Revision

9

Formal
Submission

[TH
iz
l

/\/Waiver

User




