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[bookmark: _Toc440554780][bookmark: _Toc431815288][bookmark: _Toc446416839][bookmark: _Toc439692105]Training Materials Components
[bookmark: _Toc446416840]Background
Development of mobile applications for use by Veterans currently follows a strict compliance process within Veterans Affairs. This begins with Validation and Verification (V&V) and then proceeds onto a number of compliance bodies including 508 Accessibility, Patient Safety, and Human Factors Engineering (HFE). In an effort to simplify the process from the developer’s perspective, HFE has created a process to serve as a guide towards self-certification. Materials in this document will teach vendor developers or project managers the process that HFE uses during compliance reviews of a mobile application so that they may apply those principles during development. 
Upon completing the work outlined in this document vendors will be able to self-certify that an app developed within their organization adheres to the same standards that HFE tests against during the certification process. The actual developers of an app should not do the self-certification of their own app. The self-certification process is ideally performed by team members of the developer. This could include project managers, development coordinators, or developers of other apps. This document will begin with a brief overview of all aspects of the compliance process and then go more in depth into each aspect of the self-certification.
[bookmark: _Toc446416841]Compliance Overview
An HFE compliance review of an application is composed of two primary parts: the Mobile User Interface (UI) Design Certification (UI Cert) and the Heuristic Evaluation (HE). The HE is performed through reviewing an app while being mindful of 10 industry standards for heuristics, and assigning a severity rating to issues that violate the said standards. The UI Cert is performed by following a strict criteria list which ensures the app meets key design standards and documenting any deviations the app has against the listed criteria with an appropriate severity rating. 
The review is always performed on one of the intended device types for the app and upon completion of a review; it is passed on to a co-worker for a peer review. The peer review entails the same process as the initial review, but is performed on a different device from the initial review ( e.g. if the initial review was performed on an Apple device, the second review is performed on an Android device, or if the initial review was done on a phone, then second review is on a tablet). This ensures a different perspective of the app in addition to uncovering issues that may only surface on one operating system (OS) or device type. Lastly, the HE should be performed from the perspective of applicable personas. A persona is a specific individual who represents the needs and expectations of a larger group (but is not a real person). To simplify the effort for developers, only one persona will be used per app. 


[bookmark: _10_Heuristics][bookmark: _Toc446416842]10 Heuristics
The 10 heuristics that an app is reviewed against are an industry standard developed by Jakob Nielsen in 1995[footnoteRef:1] for user interface design. These are considered 10 core principles that an application, mobile or otherwise, should follow to maintain a high level of usability and user satisfaction. A listing of the 10 heuristics is below, but these will be reviewed more in depth later in this document. [1:  https://www.nngroup.com/articles/ten-usability-heuristics/] 

	Heuristic Code
	Heuristic(s)

	[bookmark: RANGE!A5:A14]A
	Visibility of system status
The system should always keep users informed about what is going on, through appropriate feedback within reasonable time.

	B
	Match between system and the real world
The system should speak the users' language, with words, phrases, and concepts familiar to the user, rather than system-oriented terms. Follow real-world conventions, making information appear in a natural and logical order.

	C
	User control and freedom
Users often choose system functions by mistake and will need a clearly marked "emergency exit" to leave the unwanted state without having to go through an extended dialogue. Support undo and redo.

	D
	Consistency and standards
Users should not have to wonder whether different words, situations, or actions mean the same thing. Follow platform conventions.

	E
	Error prevention
Even better than good error messages is a careful design which prevents a problem from occurring in the first place. Either eliminate error-prone conditions or check for them and present users with a confirmation option before they commit to the action.

	F
	Recognition rather than recall
Minimize the users’ memory load by making objects, actions, and options visible. The user should not have to remember information from one part of the dialogue to another. Instructions for use of the system should be visible or easily retrievable whenever appropriate.

	G
	Flexibility and efficiency of use
Accelerators -- unseen by the novice user -- may often speed up the interaction for the expert user such that the system can cater to both inexperienced and experienced users. Allow users to tailor frequent actions.

	H
	Aesthetic and minimalist design
Dialogues should not contain information which is irrelevant or rarely needed. Every extra unit of information in a dialogue competes with the relevant units of information and diminishes their relative visibility

	I
	Help users recognize, diagnose, and recover from errors
Error messages should be expressed in plain language (no codes), precisely indicate the problem, and constructively suggest a solution.

	J
	Help and documentation
Even though it is better if the system can be used without documentation, it may be necessary to provide help and documentation. Any such information should be easy to search, focused on the user's task, list concrete steps to be carried out, and not be too large.


[image: M:\Client Data\TIME Systems\VA Work\HFE - Work\StyleGuide\HFE_style guide_banner.png]	
Table 1: 10 Usability Heuristics for User Interface Design
[image: ]Mobile Application Self-Certification v 8
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[bookmark: _Toc446416843]Severity Ranking Scale
The severity ranking scale used by HFE is an adaptation of the scale developed by Jakob Nielsen in 1995[footnoteRef:2] which evaluates the severity of usability problems against three primary factors:  [2:  https://www.nngroup.com/articles/how-to-rate-the-severity-of-usability-problems/] 

· The impact of the problem if it occurs: Will it be easy or difficult for the users to overcome?
· The frequency with which the problem occurs: Is it common or rare?
· The persistence of the problem: Is it a one-time problem that users can overcome once they know about it or will users repeatedly be bothered by the problem?
The ranking scale produced by HFE was modified to be more applicable to the VHA, and it includes language changes and increased clarifications to reduce potential confusion. The same rankings are used for both HEs and UI Certs. Severity rankings are shown in the Appendix A.
[bookmark: _Toc446416844]An Overview of the Self-Certification Process
[bookmark: _Toc441746503][bookmark: _Toc446416845]Mobile User Interface Design Certification 
The Mobile UI Design Cert is performed by following a checklist which evaluates the app in eight categories with 28 questions. The checklist is a combination of UI design references among VA/VHA, Apple, and Android. This was done to ensure that an app will meet internal VHA guidelines that have been set, while still meeting all applicable OS standards for mobile app design. Following this is the Findings section where the reviewer can document whether the app met the criteria and if not, at what severity the app deviated from it. Comments are added as to how the issue(s) could be remedied in addition to a screen capture to provide additional clarification. Many criteria listings also include guidance and examples help the reviewer identify violations and/or severity levels. 
[bookmark: _Toc441746504][bookmark: _Toc446416846]Heuristic Evaluation 
An HE is a usability inspection method performed to help identify usability problems in the user interface design. The person doing the review will examine the app while judging it against the 10 heuristics previously mentioned, and then look at every aspect of the application, testing all menus, links, forms, and entry fields to determine if everything works as it should. In a sense, the reviewer is testing the app with the intent to “break” it and find any flaws.
As the reviewer goes through the app and finds issues, they document what the specific issue is, provide an accompanying screenshot for further clarification, decide which heuristic(s) it violates, assign a severity rating, and recommend how the issue should be remedied. As mentioned before, the review is performed from the perspective of an applicable persona, as the intended user of the app would likely have a very different perception from the developer of an app.
[bookmark: _Toc441746505][bookmark: _Toc446416847]Peer Review 
The peer review portion of certification is a very important step. As with any review, a second set of eyes is always better than one. A peer could be a project manager, another developer, or a coordinator on that app or another project.  Upon finishing the HE and UI cert for an app, the initial reviewer passes it off to a peer to perform a second review completely independent of the first, while using a different applicable device type and/or OS. Issues that may be very prominent on an Apple tablet may never appear on an Android phone, which is an important distinction to document for the development team. Upon completion of the peer review process, the two reviewers need to agree on findings and severity levels. All applicable HE and UI violations are combined into one document which then constitutes a completed certification review. 
[bookmark: _Toc441746506][bookmark: _Toc446416848]Download to Repository
When the review is completed and peer-reviewed, the developer uploads it to the designated repository site (which requires VA access). At this point, the self-certification is complete. After uploading the document it is recommended to keep a local copy as well to mark and track changes made to the application based on the findings.

[bookmark: _Process_Flow_Chart][bookmark: _Toc441746507][bookmark: _Toc446416849]Process Flow Chart
Refer to this flow chart to get an idea of the process, as well as to ensure that you complete the full process, including posting the final document. 
 [image: ]
Figure 1: Flow Chart of the Self-Certification Process


[bookmark: _Toc441746508][bookmark: _Toc446416850]Mobile User Interface Design Certification
Note: The draft materials below will be provided to the development team that is doing the self-certification.
The Mobile UI Design Cert is performed by following a checklist that evaluates the app in eight categories with 28 items. An example of the form used to complete the UI Cert is show below in Figure 1. The Excel workbook UI tab starts with the specific category being evaluated, the ID for the item in the category, and the criteria used to evaluate. Following this is the Findings section where you, the reviewer, document whether the app met the criteria and if not, the impact (severity) of the deviation. The Comments box is used to provide additional context regarding the finding, while the Screen Capture(s) provides additional clarification to the issue and specific location. The Guidance box provides applicable information to help you determine whether a criterion was met. 
[image: ]
Figure 2: The Mobile UI Design Cert Workbook Format (partial)
[bookmark: _Toc441746509][bookmark: _Toc446416851]Category Questions
The eight categories included in the UI Cert encompass the core aspects of an app that need to be evaluated during a UI certification. More guidance is also provided in the workbook, which present a series of questions to be answered. These categories (and questions) include:
1. Consistency – Terminology, standard navigation, lay-out, content presentation, load times, gestures, VA branding, icons: 
· Is terminology used consistently throughout the application?
· Do application screens include standard navigation, adhering to the convention for either native or browser-based apps?
· Are layout and content presentation consistent throughout the application?
· Do all methods of scrolling and screen movement look and behave consistently throughout the application?  
· Does the application provide immediate (.25s) response (visual, audio, haptic feedback) indicating user input?
· Does the application provide a processing indicator (e.g. a twirling wheel) when tasks take between 1-10 seconds?
· Does the application provide an indication of remaining processing time for tasks expected to take 10 seconds or longer (e.g. saving information)?
· When launching an application, does a splash screen convey it is a VA-sanctioned application?
· Do all core gestures provide standard functionality, following the conventions for native or browser-based apps? 
· Does the application use standard icons that conform to VA branding and conventions for native or browser-based apps? 
2. Device Orientation – portrait vs. landscape choices:
· Does the application provide a user experience consistent with the referenced device or OS guidelines for single or multiple screen orientations (portrait and/or landscape)?
3. Errors – Issues described, issue recovery:
· Are application messages (e.g. error, warning, informational, alerts) written simply and plainly?
· Do error messages plainly and precisely describe the problem and how to recover?
4. Frequent Interactions – Clear navigation, all functionality available:
· Does every screen have a clear path to the next step in the activity or, when appropriate, access to other relevant activities?
· If the app opens in 'standalone' [iOS] or 'full screen' [Android] mode [when placed on home screen], does it allow user to perform all of the app's functions?
5. Modal Tasks – Task abandonment, button displays, tasks identified:
· When a user task presents a modal screen, is the user given the choice to complete the task or abandon the task (no changes are effected)?
· When a user task presents an action sheet (a set of options for selection by the user), can all buttons be displayed without requiring the user to scroll?
· When a user task presents a modal screen, does the title identify the task that required the screen to exist?
6. Readability – External links properly denoted, truncation avoided, text size, scrolling, space “used” by controls:
· Do links correctly indicate the destination sites to which they navigate?  
· Are all menu items short enough to avoid truncation when displayed on the application’s target device?
· Does the application icon, appearing on the device, have the entire application name visible (no ellipses) and in the same font size as any other application name?
· Is all text large enough to be easily read?
· Is it evident that the user needs to scroll to see all content on a page? 
· Do controls take 20% or less of screen space with the application information consuming the remainder of the screen space?
7. Sound – Volume adjustment:
· When sound is inherent to application functioning (e.g. video or audio clip), can the user adjust volume levels based on their preference?
8. User Input – Proper size on tappable elements, active entry field indicators, menu design:
· Are all tappable elements at least 10 mm on one side (either 10 mm diameter, or 10 mm vertical or horizontal)?
· Do active text entry fields have an input indicator?
· Does the app avoid more than one row of (menu) buttons at the top and bottom of the device screen [per OS guidelines]?
[bookmark: _Toc441746510][bookmark: _Toc446416852] “Test Yourself” – UI Cert Instructions 
You will now perform a UI Cert on your own using the provided HFE Test Certification Wireframes. Please go through the wireframes to the best of your ability, answering the questions while judging it by the criteria in the provided Excel file. Please not that due to the nature of wireframes, some questions may be Not Applicable. You should also make comments relating to the remediation of any issues you find. For this test you do not have to take screen captures of the issues you find. After you finish, the Appendix D of this guide will go through the correct findings with you so that you can assess how well you did.
[bookmark: _Toc441746512][bookmark: _Toc446416853]Heuristics
To acquaint you better with the heuristics, examples of each are below with actual findings, taken from HFE-reviewed apps. 
References to HFE personas (Dan, Joyce, Byron, etc.) are shown. These personas were rigorously developed to represent the many clinician and Veteran users of VHA apps. For this test only, you do not need to reference personas. 
[bookmark: _Toc441746513][bookmark: _Toc446416854]Heuristic A: Visibility of system status
The system should always keep users informed about what is going on, through appropriate feedback within a reasonable time.
Example Finding: There is no "Send" button or "x" to close out the tip entry screen on the iPad, so this effectively locks users into the area and forces them to perform a hard restart of the app. On the iPhone, a light blue "Cancel" button appears but because it is on a dark blue background, there is insufficient contrast for users who may have vision problems.  Serious ranking
Example Recommendation: Add the "Send" button and a way to exit the tip window on the iPad. For the iPhone version, improve the contrast for buttons on the dark blue background; this applies to several buttons on several screens.
[image: ]  [image: ]
Figure 3: Difficult to close out of iPad screen, but Cancel provided on the iPhone version
[bookmark: _Toc446416855][bookmark: _Toc441746514]Heuristic B: Match between system and the real world 
The system should speak the users' language, with words, phrases and concepts familiar to the user, rather than system-oriented terms. Follow real-world conventions, making information appear in a natural and logical order.
Example Finding: The ‘hamburger’ icon is used to toggle between graph and table views. This will likely confuse Joyce, who may expect the hamburger to represent a menu due to past experience with this icon.  Moderate ranking
Example Recommendation: Look at using another icon to depict the table view.
[image: ]
Figure 4: Use of multiple hamburger-like icons is confusing
[bookmark: _Toc441746515][bookmark: _Toc446416856]Heuristic C: User control and freedom
Users often choose system functions by mistake and will need a clearly marked "emergency exit" to leave the unwanted state without having to go through an extended dialogue. Support undo and redo.
Example Finding: When accessing the "User Menu" at the top right, Joyce is limited to just the menu choices from that menu. She won't be able to swipe or move to the other menu, except by tapping on "User Menu", which does not appear to be a button. Moderate
Example Recommendation: Consider another way for Joyce to navigate back to the main menu for the app.
[image: ] 
Figure 5: Confusing navigation 
[bookmark: _Toc441746516][bookmark: _Toc446416857]Heuristic D: Consistency and standards
Users should not have to wonder whether different words, situations, or actions mean the same thing. Follow platform conventions.
1 Example Finding: Under the "App Options" menu, the Favorites icon is an unfilled star, but items that have been favorited have a gold star. This could lead to confusion for Joyce as the unfilled star represents items that aren't currently a favorite. Minor
Example Recommendation: Make the Favorites icon under "App Options" gold to be consistent with items that have been marked as a Favorite.
[image: ]  [image: ]
Figure 6: Inconsistent use of stars 
2 Example Finding: The term "Tools" is used on the "Relax Yourself" screen, but the tools involved are really relaxation videos, which could confuse Joyce. Minor
Example Recommendation: Consider using the term "Videos" to describe them.
[image: C:\Users\VHATVH~2\AppData\Local\Temp\1\SNAGHTML35cb1f1e.PNG] 
Figure 7: Confusing, inconsistent use of the term "Tools"
3 Example Finding: "Contact Support" doesn’t automatically hyphenate phone number entries on the iPad, but works on the iPhone. Minor
Example Recommendation: Auto-hyphenate a phone number as the user enters it. Provide consistency between devices.
                    [image: C:\Users\VHATVH~2\AppData\Local\Temp\1\SNAGHTML35cd000a.PNG]          [image: ]
Figure 8: Inconsistent auto-hyphenate functionality
4 Example Finding: On the "Post-9/11" screen, the text "stipend" is underlined, and when it is tapped, a tooltip comes up with a definition of the stipend. Using web conventions, underlined text generally indicates a link to another source, not a tooltip. There is also no way to close the tooltip except by clicking back on the text. Minor/Moderate
Example Recommendation: It is a plus for the Veteran like Byron to be able to access definitions of terms that he needs, but use common conventions to indicate links and definitions (such as underlining for links and an “i” icon for information). Add an "x" to enable the tooltip to be closed.
[image: ] 
Figure 9: Tooltips accessed by clicking on underlined text, a non-standard usage 
[bookmark: _Toc441746517][bookmark: _Toc446416858]Heuristic E: Error prevention
Even better than good error messages is a careful design which prevents a problem from occurring in the first place. Either eliminate error-prone conditions or check for them and present users with a confirmation option before they commit to the action.
Example Finding: When viewing favorites, selecting the star icon itself will remove the activity as a favorite without any prompt. This action could cause Joyce to accidently lose one of her favorites when attempting to select it for use. Moderate
Example Recommendation: Add in a prompt to confirm removal of favorites so as to avoid accidental removal.
[image: C:\Users\VHATVH~2\AppData\Local\Temp\1\SNAGHTML35cb6f11.PNG] 
Figure 10: Potential for error by tapping the star
[bookmark: _Toc441746518][bookmark: _Toc446416859]Heuristic F: Recognition rather than recall
Minimize the user's memory load by making objects, actions, and options visible. The user should not have to remember information from one part of the dialogue to another. Instructions for use of the system should be visible or easily retrievable whenever appropriate.
1 Example Finding: It isn't possible to see the current activity box and the control buttons at the same time in the phone form factor.  Meghan and Byron are most likely to use the activity pacing while carrying a smaller device. They should be able to see their current interval and control the activity player. Moderate
Example Recommendation: Consider affixing the player to the bottom of the phone form factor and allowing the rest of the page, including the intervals to scroll behind it until the bottom of the page, where the user can then scroll past the controls to the bottom.
[image: C:\Users\VHATVH~2\AppData\Local\Temp\1\SNAGHTML35cc375f.PNG]
Figure 11: Up-and-down scrolling necessary to use screen 
2 Example Finding: The lack of labels on the many different graph axes could prevent the user from accurately interpreting the data.  All of the personas who might use the app may have trouble remembering and interpreting the values and date ranges conveyed in the graphs, an otherwise powerful method of demonstrating trends. Moderate
Example Recommendation: Add x and y axis labels to provide exact context for the highs and lows and date range.
[image: C:\Users\VHATVH~2\AppData\Local\Temp\1\SNAGHTML35ccb6ea.PNG]
Figure 12: Memory load to interpret many graphics may tax users
[bookmark: _Toc441746519][bookmark: _Toc446416860]Heuristic G: Flexibility and efficiency of use
Accelerators -- unseen by the novice user -- may often speed up the interaction for the expert user such that the system can cater to both inexperienced and experienced users. Allow users to tailor frequent actions.
Example Finding:  All the page headings (e.g., the "About", "Support", "Reason", etc.) function as a "back" button. These actually take the user back to the home menu. For advanced users, a fast way to go back would be a plus, but an intuitive, standard way needs to be provided. Minor/Not Applicable
Example Recommendation: Separate page navigation from labels and make button actions explicit. Since device controls are recommended for app navigation any "back" functionality should be limited to sub-content or to the main menu if explicitly labeled.
[image: ]
Figure 13: Non-standard back button accelerator usage
[bookmark: _Toc441746520][bookmark: _Toc446416861]Heuristic H: Aesthetic and minimalist design
Dialogues should not contain information which is irrelevant or rarely needed. Every extra unit of information in a dialogue competes with the relevant units of information and diminishes their relative visibility.
Example Finding: The "Relax Yourself" videos are well done, but the video screen is very small and the text is too small to view comfortably, especially for an older caregiver like Joyce. Additionally, the large text stating “listen to the audio and follow along” may be unnecessary if the embedded video is obvious, since Joyce may readily recognize it. Minor
Example Recommendation: If feasible, fill up more of the screen with the video image so that Joyce can immerse herself more fully in the relaxing scene and also read the accompanying text.
[image: C:\Users\VHATVH~2\AppData\Local\Temp\1\SNAGHTML35cd4fcf.PNG] 
Figure 14: The video picture and text are too small and the large instruction text may be unnecessary
[bookmark: _Toc441746521][bookmark: _Toc446416862]Heuristic I: Help users recognize, diagnose, and recover from errors
Error messages should be expressed in plain language (no codes), precisely indicate the problem, and constructively suggest a solution.
Example Finding: The reviewer received a 403 error message when logging in to the app.  Receiving such a message may cause Dan or Joyce to give up and never access the app in the future. The message does not tell the user how to recover from the error condition. Moderate
Example Recommendation: Discover the reason for the error and tell the user how to fix it. 
[image: ]
Figure 15: The error message does not give the user a way to fix the issue
[bookmark: _Toc441746522][bookmark: _Toc446416863]Heuristic J: Help and documentation
Even though it is better if the system can be used without documentation, it may be necessary to provide help and documentation. Any such information should be easy to search, focused on the user's task, list concrete steps to be carried out, and not be too large.
Example Finding: The learning curve for the application is very steep.  There's no one element that makes it hard to use, it is just a lot to learn, which in turn can frustrate users. The lengthy 64-page User Manual is useful, but most users may not have the time to read it and there is no contextual help. The Help Desk number and link are also missing. Moderate
Example Recommendation: Look into producing a shorter guide and contextual help that can easily be accessed by users.
[image: ]
Figure 16: Help information for users is missing
[bookmark: _Toc441746523][bookmark: _Toc446416864][bookmark: _Toc439692137] “Test Yourself” – Heuristic Evaluation Instructions
1. You will now test your understanding of the heuristics using the HFE Test Certification Wireframes.  Refer to the process flow chart if you wish.
1. Go through the heuristics and the provided wireframes, and fully document at least five or six heuristic violations that you find in the wireframes. Follow the steps below:
a. Open the Self-Certification template (link), and document your findings in the Heuristics tab and the Finding column.
[image: ]
Figure 17: Self-Cert Template, showing Finding column (partial)
b. Add the heuristic code in the Heuristic Code column for each one. If more than one heuristic applies to the finding, include as many as are applicable.
[image: ]
Figure 18: Heuristic code column
c. Then, take a screen shot of the finding and put it in Screen Captures tab. Each screen shot needs to be placed in a separate area so that the number of screens can be tabulated.  You may add red arrows, circles or comments to highlight the area of the screen with the finding.
[image: ]
Figure 19: Screen Captures tab
d. Note the number of the screen capture and put it in the Screen Capture column on the Heuristics tab. If you wish, use a red arrow or circle to highlight the finding.
[image: ]
Figure 20:  Screen Captures column
e. Now, write your recommendation(s) to fix the problem, and put it in the Recommendations column.
[image: ]
Figure 21: Recommendations column
f. Finally, select a ranking from the Rankings dropdown, using the guidance and examples from the HFE Heuristic Rankings Matrix.
[image: ]
Figure 21: Rankings column
g. The template will automatically calculate and graph the findings by severity on the Report Summary tab. At the end of the process, a graphic with metrics will appear on that tab. Check to make sure that the total is at least five. 
[image: ]
[bookmark: _Toc441746524]Figure 22: Report Severity tab, once rankings are done
[bookmark: _Toc446416865]“Test Yourself” Comparison 
Now it’s time to check your results. Refer to Appendix E to see what an HFE expert found when doing a heuristic review. Look at the differences between what you found and what the HFE expert documented.  Note that once you’ve done this a few times, it will get easier and seem natural, and you may find yourself observing heuristic violations even without reference to the chart!  Also, a job aid has been prepared that you can use to quickly find a heuristic.
[bookmark: _Toc441746525][bookmark: _Toc446416866]Review / Peer Review and Posting
After finishing your UI and HE reviews, have another member of your team (a project manager, another developer, a coordinator, etc.) also perform an independent UI and HE review. As previously noted, they should do their review on a different device or OS, if possible. 
The easiest process involves sending them your Excel review document and then have them check to ensure that they also find the same issues that you found, and then add additional issues that they find. Then, get together and discuss and agree upon all of the findings and rankings for each. Finalize the self-certification document and post it to the designated HFE repository (this link requires VA access).

[bookmark: _Appendix_A_-]
[bookmark: _Appendix_A:_Severity][bookmark: _Toc446416867]Appendix A: Severity Ranking Scale
The severity ranking scale used by HFE is an adaptation of the scale developed by Jakob Nielsen in 1995[footnoteRef:3] which evaluates the severity of usability problems against the three primary factors of frequency, impact, and persistence.  [3:  https://www.nngroup.com/articles/how-to-rate-the-severity-of-usability-problems/] 


	Ranking
	Definition
	Recommended Priority for Resolution
	Examples

	Minor
	One of more of the following:
□ Causes user hesitation, confusion, or slight irritation.
□ Impedes task completion or decreases efficiency but does not cause task failure.
□ Presents small likelihood that the credibility of the VA HIT product will be diminished.
	Consider resolving this issue.
	Use of “Click here for more” to take user to an external link.

	Moderate
	One or more of the following:
□ Causes occasional task failure after which recovery is possible.
□ Causes user delays and/or moderate dissatisfaction, but some users are able to recover in order to complete the task.
□ Expected to negatively impact use, possibly leading to dissatisfaction at a level that users might opt to discontinue use. 
□ May diminish the credibility and/or reputation of the VA product.
	Give high priority to resolving this issue.
	Inconsistent access to app navigation (e.g., menu button alternates between the right and left side, depending on page).

	Serious
	All of the following:
□ Causes frequent task failure or occasional task failure from which recovery is not possible.
□ Causes extreme user irritation and/or task abandonment. 
□ Likely to diminish the credibility or reputation of the VA product.
Or:
□ Causes system/sub-system failure (i.e., produces system error or “crash”)
	Give highest priority to resolving this issue prior to further product testing or release.

HFE recommends resolution or mitigation for serious usability issues before deploying products.
	Blank page in app.
Broken [external] web link (e.g., link has changed).
Inaccessible web link (e.g., link is behind firewall, but app user is not).
Use of language that is not easily comprehended by end users.

	Not Applicable
	In HE: Strengths or Unsolicited Suggestions
Any findings related to strengths in the system (or unsolicited suggestions for improvement, which are not related to a usability weakness).

In UI Cert: Criteria not applied (doesn’t exist within the app).
	Optional.
	UI Cert: 
If app does not have sound features, criteria S-01 is not applicable
If app is 'read only,' criteria I-02 is not applicable
If app does not support processing tasks, criteria C-07 is not applicable

	Not Evaluated
	In UI Cert: Reviewer did not come across (observe) criteria, so cannot say if criteria is met or not.  This can be because function is not working or reviewer could not create the circumstances to support evaluation.
	
	UI Cert:
If reviewer does not come across error messages, criteria E-02 is not evaluated (because a different set of key presses or network speed might allow for it to be evaluated at another time)
If reviewer does not come across pages that take 1-10 seconds to load, criteria C-06 is not evaluated (because a different set of device + network speed might allow for it to be evaluated at another time)



[bookmark: _Appendix_B_-][bookmark: _Appendix_B:_Heuristic][bookmark: _Toc446416868]Appendix B: Heuristic Evaluation Job Aid
This job aid can be printed or saved to enable a quick lookup of the heuristics and examples.
	Heuristic Code
	Heuristic
	Explanation & Examples

	A
	Visibility of system status
The system should always keep users informed about what is going on, through appropriate feedback within reasonable time.
	Within the app, users should always know where they are within the app’s architecture as well as the status of any transaction they are doing within the app. For example, if the user is downloading something, a status indicator should be provided. 

	B
	Match between system and the real world
The system should speak the users' language, with words, phrases and concepts familiar to the user, rather than system-oriented terms. Follow real-world conventions, making information appear in a natural and logical order.
	This is one of the most commonly cited heuristics. Essentially, the app should use terms and graphics commonly known to the targeted user. For example, using a stop sign or the color red to prevent an action might be appropriate, whereas using a green sign would not. Using an unfamiliar, offensive or technical term in an error message are examples of not matching the user’s world.

	C
	User control and freedom
Users often choose system functions by mistake and will need a clearly marked "emergency exit" to leave the unwanted state without having to go through an extended dialogue. Support undo and redo.
	App users always need to be able to exit from screens within the app as well as modal dialog boxes that may be presented. Such boxes need to have a cancelation option so that the user can back out of it and return to the previous screen. 

	D
	Consistency and standards
Users should not have to wonder whether different words, situations, or actions mean the same thing. Follow platform conventions.
	Consistency is a major aim when performing a heuristic evaluation. Terminology, graphics, navigation and layout, as well as general look-and-feel, need to be consistent throughout, using OS standards.

	E
	Error prevention
Even better than good error messages is a careful design which prevents a problem from occurring in the first place. Either eliminate error-prone conditions or check for them and present users with a confirmation option before they commit to the action.
	Test out all possible conditions that could create errors and provide warnings or another way so that the user never encounters them. Use error messages only when necessary, by reducing the number of times that they are possible. Also see Heuristic I.

	F
	Recognition rather than recall
Minimize the user's memory load by making objects, actions, and options visible. The user should not have to remember information from one part of the dialogue to another. Instructions for use of the system should be visible or easily retrievable whenever appropriate.
	Reduce the user’s cognitive load by allowing the user to easily refer to previous information and also by providing links to information directly when it is needed. Also see Heuristic J.

	G
	Flexibility and efficiency of use
Accelerators -- unseen by the novice user -- may often speed up the interaction for the expert user such that the system can cater to both inexperienced and experienced users. Allow users to tailor frequent actions.
	Although it’s unusual to see specific accelerators in apps, always use conventional OS gestures (swiping, tapping, etc.) as appropriate to speed up the use of the app. If possible, offer a brief tutorial for any unusual actions that the user needs to do, preferably at first logon or at the time the user needs the information. Allow the option to set up customized parameters if applicable. 

	H
	Aesthetic and minimalist design
Dialogues should not contain information which is irrelevant or rarely needed. Every extra unit of information in a dialogue competes with the relevant units of information and diminishes their relative visibility.
	Simplify the design to encourage the user to focus on the most important aspects of each screen of the app. Still, ensure that any less frequently used information is available as needed. Make sure that controls and buttons are large enough to see but don’t dominate the screen space. Use responsive design principles to ensure that users on all devices can use the app efficiently.

	I
	Help users recognize, diagnose, and recover from errors
Error messages should be expressed in plain language (no codes), precisely indicate the problem, and constructively suggest a solution.
	Make sure that error messages are primarily non-technical and show the problem exactly, as well as how to resolve it. As applicable, include resources (such as a help desk) that could provide further assistance. 

	J
	Help and documentation
Even though it is better if the system can be used without documentation, it may be necessary to provide help and documentation. Any such information should be easy to search, focused on the user's task, list concrete steps to be carried out, and not be too large.
	If the app is complex or the target audience may be unfamiliar with the information provided in the app, include help resources for the app. Although general tutorials and references are helpful, focus on providing help at the time the user needs them. 










[bookmark: _Appendix_C_–][bookmark: _Toc446416869]Appendix C: HFE Test Certification Wireframes
These wireframes should be used for your UI Certification Test and HE Test. For the purpose of testing, consider the wireframes to be an app developed for Veteran use, and test it from the perspective of a chosen Veteran persona. A brief overview of each screen is provided along with a “flow” to provide additional context.
Screen 1: Home Page of the new VA Test App for Veterans. From here the user can navigate to various widgets.
[image: C:\Users\Bill\AppData\Local\Temp\Rar$DRa0.710\Second Draft Images\01. home.png]




Screen 2 is the Journal Entry screen accessed from the Home Page. Here the user is given a brief instructional overview of how to enter issues.
Screen 3 is the follow up page to the Journal Entry screen where the user can indicate their various injuries.
[bookmark: _GoBack] [image: C:\Users\Bill\AppData\Local\Temp\Rar$DRa0.574\Second Draft Images\02. information_for_entry.png]    [image: ]



Screen 4 is the Facility Locator accessed from the Home Page or link at the bottom of Screen 3.
Screen 5 displays an error that occurred when the user attempted to enter a zip code on Screen 4.
[image: C:\Users\Bill\AppData\Local\Temp\Rar$DRa0.110\Second Draft Images\04. facility_locator.png]  [image: ]










Screen 6 is the Medical Information screen accessed from the Home Page.
Screen 7 is the message that appears when the user selects “click here” on screen 6.
[image: C:\Users\Bill\AppData\Local\Temp\Rar$DRa0.838\Second Draft Images\06. information_page.png]  [image: ]





[bookmark: _Appendix_D:_UI][bookmark: _Toc446416870]Appendix D: UI Test Certification Comparable Findings 
As a number of findings are not-applicable with wireframes as opposed to an actual app, any items that were NOT flagged as findings have been hidden. Simply compare your Criteria ID number to those in the attached worksheet.




[bookmark: _Appendix_E:_HE][bookmark: _Toc446416871]Appendix E: HE Test Certification Comparable Findings



[bookmark: _Toc446416872]Appendix F: Help for Project Teams
For questions about the process or criteria, contact the HFE team for assistance at Vha10p2hfq@va.gov. 
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UI Evaluation Self-Cert.xlsx
UI Evaluation



		User Interface Evaluation

																Verification of Issue Resolutions

		Category		ID		Criteria		Findings		Comments & Recommendations		Screen Capture(s)		Guidance 		Developer Response 
(including how development addressed finding)		Revised Recommendations
(if necessary)

		Consistency		C-01		Is terminology used consistently throughout the application?    		Criteria Not Met [Moderate Finding]		"Map" is used in three separate instances. To map out potential issues, Body Map, and Map under Facility Locator. This could be confusing to users such as Dan and as such the wording of these areas should be reworked.

		Consistency		C-02		Do application screens include standard navigation, adhering to the convention for either native or browser-based apps? 		Criteria Not Met [Serious Finding]		Selecting "Next Page" on the Journal Entry screen forces the user to proceed to a Body Map page where their only option is to complete the page or return to home. This is not standard navigation and will cause frustration for users like Dan and Meghan.				HTML 5: back button included within app that goes up one level in architecture, not back one step.
(Browser based apps will also be able to go back one page in browser)
iOS and Android handle this very differently.

		Consistency		C-03		Are layout and content presentation consistent throughout the application?  		Criteria Not Met [Moderate Finding]		There are a lack of headings throughout the various subpages of the screens. While Facility Locator and Medical Information are properly denoted, there is no heading on the Journal Entry page. Dan would certainly find this confusing.

		Consistency		C-04		Do all methods of scrolling and screen movement look and behave consistently throughout the application?  

		Consistency		C-05		Does the application provide immediate (.25s) response (visual, audio, haptic feedback) indicating user input?

		Consistency		C-06		Does the application provide a processing indicator (e.g. a twirling wheel) when tasks take between 1-10 seconds?								If 1-10s load times are not encountered, then the criteria could be scored “not evaluated”. 
If waiting on app for something like loading text (where user would not expect long load time), use this criteria, even if load time exceeds 10 seconds.

		Consistency		C-07		Does the application provide an indication of remaining processing time for tasks expected to take 10 seconds or longer (e.g. saving information)?								This criteria is for longer processing tasks- e.g., back end processing, form submission, data queries, etc.- a task where user would not expect simultaneous action and would expect to be apprised of progress in some way.

		Consistency		C-08		When launching an application, does a splash screen convey it is a VA-sanctioned application?								Indicated: 
Always in native app [both parts].
When opening web app in standalone mode [both parts].
If there is a splash screen for a web app (in browser), make a note in supplemental findings [that it is not generally recommended]:
http://www.usabilityfirst.com/glossary/splash-page/
http://www.nngroup.com/articles/usability-guidelines-change/

		Consistency		C-09		Do all core gestures provide standard functionality, following the conventions for native or browser-based apps? 								See Touch Gesture Reference Guide in reference tab.

		Consistency		C-10		Does the application use standard icons that conform to VA branding and conventions for native or browser-based apps? 								VA style guide + results of Frank's work may change this criteria down the road.

		Device Orientation		DO-01		Does the application provide a user experience consistent with the referenced device or OS guidelines for single or multiple screen orientations (portrait and/or landscape)?

		Errors		E-01		Are application messages (e.g. error, warning, informational, alerts) written simply and plainly?		Criteria Not Met [Moderate Finding]		Error messages are written in a message that Dan or Meghan would never understand. "Error x____b2#i" means nothing to a user.				Can check readability: https://readability-score.com

		Errors		E-02		Do error messages plainly and precisely describe the problem and how to recover?		Criteria Not Met [Moderate Finding]		The Error message offers no guidance on how to recover and could be very frustrating for Veteran users such as Dan or Meghan.				No error message = not evaluated- always APPLICABLE, we just might not see it.

		Frequent Interactions		FI-01		Does every screen have a clear path to the next step in the activity or, when appropriate, access to other relevant activities?						1,2

		Frequent Interactions		FI-02		If the app opens in 'standalone' [iOS] or 'full screen' [Android] mode [when placed on home screen], does it allow user to perform all of the app's functions?								Web apps only.
Some apps open in browser, from home screen, which is also acceptable.

		Modal Tasks		MT-01		When a user task presents a modal screen, is the user given the choice to complete the task or abandon the task (no changes are effected)?

		Modal Tasks		MT-02		When a user task presents an action sheet (a set of options for selection by the user), can all buttons be displayed without requiring the user to scroll?

		Modal Tasks		MT-03		When a user task presents a modal screen, does the title identify the task that required the screen to exist?

		Readability		R-01		Do links correctly indicate the destination sites to which they navigate?  		Criteria Not Met [Minor Finding]		When selecting "click here" on the Medical Information page the user is immediately navigated out of the app without any warning of where they are going until it is too late to cancel. This will cause frustration and distrust of the app.				External links plus within app as well- e.g., takes you to wrong screen or sloppy titles (it would be hard to tell if right/wrong place).
Also: broken links, blank pages, touch phone number and it does not call.

		Readability		R-02		Are all menu items short enough to avoid truncation when displayed on the application’s target device?

		Readability		R-03		o Does the application icon, appearing on the device, have the entire application name visible (no ellipses) and in the same font size as any other application name?

		Readability		R-04		Is all text large enough to be easily read? 								Some apps have a means to enlarge text built in.

		Readability		R-05		Is it evident that the user needs to scroll to see all content on a page? 

		Readability		R-06		Do controls take 20% or less of screen space and the application information consumes the remainder of the screen space?

		Sound		S-01		When sound is inherent to application functioning (e.g. video or audio clip), can the user adjust volume levels based on their preference? 

		User Input		I-01		Are all tappable elements at least 10 mm on one side (either 10 mm diameter, or 10 mm vertical or horizontal)?

		User Input		I-02		Do active text entry fields have an input indicator? 

		User Input		I-03		Does the app avoid more than one row of (menu) buttons at the top and bottom of the device screen [per OS guidelines]?								Discernibility: either hard to tap (b/c of stacking) or confusing (b/c of stacking). 
Android allows for menu stacking in specific situations.

						Criteria Met		0

						Criteria Not Met [Minor Finding]		1

						Criteria Not Met [Moderate Finding]		4

						Criteria Not Met [Serious Finding]		1

						Criteria Not Met [N/A Finding]		0

						Not Applicable		0

						Not Evaluated		0



						Criteria Reviewed (28 to be complete)		6

						Total # of Findings		6
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Heuristic Evaluation



		Heuristic Evaluation 																										 

																														Verification of Issue Resolutions

		Ranking		Dan		Meghan		Byron		Philip		Joyce		Pamela		Debra		Kristin		Persona Count		Findings		Heuristic Code(s)		Screen Capture(s)		Recommendations		Developer Response 
(including how development addressed finding)		Revised Recommendations
(if necessary)

		Moderate		x		x		x		x										4		An error occurred with no explanation and the only message was an obsure code that users would not be able to understand.		E, I		1		Add a more information error message to provide the user with context regarding what caused the error and what a potential solution could be.

		Moderate		x		x		x		x										4		"Map" was used in three different areas of the wireframes, all with different contexts. This will confuse users.		D		2		Reword the various components so "Map" isn't used three times. "...help us properly identify the potential issues and concerns..." and "Body Chart" would be accpetable alternatives.

		Serious		x		x		x		x										4		Accessing the Body Map from the Journal page forces the user to complete the body map and submit or return to home, with no choice to return back to the previous page. This could lead to potential frustration		C		3		All the user to navigate back during multi-step activities.

		Moderate		x		x		x		x										4		There is no heading on the Journal screen identifying it. This will cause hesitation and confusion among users and is inconsistent with the rest of the screens.		D,  F		4		Add a header too the Journal screen.

		Minor		x		x		x		x										4		Selecting "click here" on the Medical Information page navigates the user to an external link with no warning. This will be frustration for users.		A		5		Allow the user to back out instead of forcing them to navigate to a different site.

		Minor		x		x		x		x										4		The Medical Information slide contains higher-level language that does not meet language criteria. "Medical Instuational Theory" sounds like jargon and users may not understand what the screen is trying to get across.		B				Use simplied language that all users will be able to understand.

		Not Applicable		x		x		x		x										4		The "Home" icon across all sub pages provides an easy reminder of how to return to the home page and is much clearer than the typical hamburger icon.		F				N/A

				7		7		7		7		7		7		7		0												Not Resolved:
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Screen Captures



		Screen Captures



		#1		Obscure Error Message







		#2		Inconsistent usage of "Map" throughout the screens.







		#3		Forced to Submit or return to Home









		#4		Lack of Header on Journal screen





		#5		Forced navigation upon "click here" tap
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Dan Veteran Persona

		Click here to view HFE's SharePoint Persona Library. See more personas and find resources for how to use them.





https://vaww.portal2.va.gov/sites/humanfactors/BoKSitePages/User-Centered%20Design%20Resources/User%20Persona%20Library.aspx

Meghan Veteran Persona

		Click here to view HFE's SharePoint Persona Library. See more personas and find resources for how to use them.





https://vaww.portal2.va.gov/sites/humanfactors/BoKSitePages/User-Centered%20Design%20Resources/User%20Persona%20Library.aspx

Byron Veteran Persona

		Click here to view HFE's SharePoint Persona Library. See more personas and find resources for how to use them.



https://vaww.portal2.va.gov/sites/humanfactors/BoKSitePages/User-Centered%20Design%20Resources/User%20Persona%20Library.aspx

Philip & Joyce Veteran Personas

		Click here to view HFE's SharePoint Persona Library. See more personas and find resources for how to use them.





https://vaww.portal2.va.gov/sites/humanfactors/BoKSitePages/User-Centered%20Design%20Resources/User%20Persona%20Library.aspx
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